Academic Senate Meeting Minutes
Wednesday, February 4, 2026
7:00 P.M. (8:30 P.M. Hard Stop)
OLD MAIN ROOM, BONE STUDENT CENTER

Call to Order 
Chairperson Bonnell called the meeting to order. 

Roll Call 
Senator Nikolaou called the roll and declared quorum. 

Public Comment: All speakers must sign in with the Senate Secretary prior to the start of the meeting.
None. 

Approval of the Academic Senate minutes of 12-10-25 
Motion by Senator Pettit.
Second by Senator Yount.
Unanimous approval.

Approval of the Academic Senate minutes of 1-21-26
Motion by Senator Stoner.
Second by Senator Trader.
Unanimous approval.

Chairperson’s Remarks
Chairperson Bonnell: My remarks will be brief tonight because we have a full agenda, and we also have Faculty Caucus tonight. Tonight, we have a variety of agenda items. Among those are consent agenda, advisory items, proposed revisions to the Constitution for the new Staff Council which includes revisions to internal committee functions and several information items, including one for 9.2. Policy 9.2 was last revised in Senate in 2011. We work together and rely on so many subject matter experts across the University during our policy review and this was particularly the case with 9.2. For that 9.2 and for all the others, thanks to all of those who contribute to our policies whether they serve on Senate or not. 
The second item is the Senate chairs across Illinois, public universities, communicate somewhat regularly. We have an upcoming meeting planned for February 20th. Today it just so happens that I met with the Senate Chair from Chicago State, and we had a great meeting. It was about three hours long this morning. I just wanted to share that with you because I generally am task driven and I focus on the work of Academic Senate. Sometimes I feel like I’m spinning plates, but please know that I do take a broader view of our responsibilities and how we compare with other senates in Illinois and more broadly. I just wanted to share that. 
The last thing I will say is I’ll be tracking time tonight, and I will take note that if it looks like we’re running short, we will do as we’ve done in the past, which is I will ask the internal committee chairs to send their reports by email rather than report on them tonight. Does that make sense? 

Student Body President’s Remarks
Senator Zagal: Good evening, everyone. Student Caucus right now will be working with Academic Affairs Committee to review the Code of Student Conduct. That’s a very exciting task for everyone. We’re very excited to be working on it. We have elections coming up March 3rd and 4th. We have a lot of events going on within SGA. We are collaborating with EMDH for the Redbird Winter Games along with planning our Redbird Market and our Diversity Week. We have a very exciting Alumni Connect event this weekend that will be an SGA alumni panel followed by a basketball game. We have a lot of fun things going on and everybody’s working really hard. I’m very proud of all of my senators and secretaries. They’ve been working really hard lately.

Administrators’ Remarks
· President Aondover Tarhule
Senator Tarhule: Good evening, I’ll make two remarks. It’s pretty cold, I think everybody can attest to that and it’s been so for several days now. It takes a lot to run the mechanicals and infrastructure when it’s this cold. I just want to acknowledge and appreciate all the people in Facilities, Glen, if you would take this appreciation and commendation to them. For all the hard work they do to keep our systems functional and for what they do to keep us comfortable. It’s not just mechanical, it’s not just facilities, it’s also the grounds. You know, a lot of people are really here late and at night when we all would rather just be at home. If you have ever run into any one of them, please show them some love and appreciation for what they do. But I’m glad, thank you so much to you and your group for doing that. 
Secondly, I think you may have received some communication from Pat Vickerman, the Vice President for Advancement and Alumni Engagement. Pat is asking you all to contribute your ideas to the next capital campaign. In the interest of those who may not be aware, we ran a capital campaign that ended in 2019. We’re in the process of starting another one. People give money to ideas that resonate with them. The people who have money to contribute to universities, they will give that money if we have a compelling story. They want to invest their money. They want to see what their money will do if they were to get it. They have lots of people asking them for money, different organizations and institutions and churches and other organizations they may belong to. The reason I say that is we have two goals we want to make. Number one is to find those compelling persuasive ideas that will resonate with the people who want to give money to us. And the second is to think in terms of, “if we were to get this money, how is it going to make the university better? How is it going to differentiate us?” Our job is to come up with those ideas. If we don’t have good, compelling, persuasive, impactful ideas, then the donors are not going to open their wallets. Please take a look at what Pat Vickerman sent out. If you’ve had an idea that some kind of initiative or project or proposal or suggestion for what Illinois State can be, and how that idea can benefit from philanthropy. This is your opportunity to go to the web page and offer those ideas. There’s a deadline for doing so. There’s a deadline, so please get to it. Help define the next campaign with your great ideas. That’s going to help improve the university and that’s going to help us raise money from our donors. Thank you.

· Provost Ani Yazedjian 
None.
· Vice President for Student Affairs Levester Johnson
None. 

· Vice President for Finance and Planning Glen Nelson
None. 

Consent Agenda: 
(Final Academic Senate approval of all Consent Agenda items will occur during a regularly scheduled Academic Senate meeting. All items presented on the Consent Agenda to the Academic Senate will be enacted by one motion. There will be no individual discussion of these items unless a senator so requests, in which event the item will be removed from the Consent Agenda and considered at the appropriate point on the agenda. All matters on the consent agenda that are not removed will be voted on by one vote. The motion to adopt the consent agenda shall be nondebatable. There will be no separate discussion on consent agenda items.)
· Department of Special Education - SpecEdMSED DHH – Link to FIF
 
Motion by Senator Peterson.
Second by Senator Mohammed.
Unanimous approval.

Action Items: 
From the Rules Committee: Rick Valentin
8.12.25.01 & 10.23.25.03 - ISU Constitution updates for AVP of Research and Staff Council
Link to current Constitution
Link to markup
Senator Valentin: These are updates to the ISU Constitution, and there are a few minor changes in the language from when we saw this as an information item. In Article 3, Section 3B, second paragraph, the school director was noted in there, including that of department chairperson/school director. The paragraph after that, the same thing. In article five, section three, sort of simplified language about the Staff Council membership in the Campus Communications Committee. 
Unanimous approval.

From the Rules Committee: Rick Valentin
04.21.25.01 - Chairs on External Committees 
Link to current bylaws
Link to markup
Senator Valentin: This is the update to Senate bylaws article 3.7, excluding chairs and directors from serving on external committees of the Senate.
Senator Lucey: I’m going to speak against this amendment. I’d like to thank Senator Valentin for its efforts with the amendment. I’d also like to thank Senator Marshack for her comments at the last meeting in response to my comments. While I appreciate the logic of their positions, I cannot support this amendment as it’s written. While I agree with the addition that department chairs and school directors may not serve on external committees for the Senate, I’d like to encourage the augmentation of this provision to add the provision of those chairs and directories who hold dual appointments. Our bylaws should be explicit about these conditions, and I can’t support the amendments in its current form. Many of you have heard the phrase that a person cannot serve two masters. What I would say to you is that a person cannot serve the needs of the administration and the needs of the faculty by serving in both capacities. Serving in the capacity of a chair involves a biased perspective of a unit, its needs, and its resources, which includes its faculty. Faculty have a less holistic perspective of the units. While one may serve in both capacities, our human nature tends to view matters through a lens of self-interest. It is a question of, “art thee administrator or art thee faculty?” Changing one’s titles to fit a situation takes away the opportunity for someone else to serve without worrying about what role they play. Having dual appointments and serving in this role is not in the best interest of the representative interest of this community. Therefore, I would argue that prohibition of chairs and directors from external committees represents an insufficient addition. I recommend its modification to include those chairs and directors who have dual appointments as faculty. Further, I would add that this modification would be consistent with the structure of the Academic Senate Membership Composition, as expressed in article five, section one of the Constitution. The only presence of a department chair or school director mentioned in the membership lies in an ex officio non-voting chairperson of the chair’s council. Faculty members of the Senate serve in a voting capacity. Chairs and directors do not. I agree with the recommended proposed change to the bylaw that the chair director may not serve on the external committee, just the chair cannot serve in a voting capacity on the Senate. I believe that this prohibition should extend to those who possess a dual appointment, such an extension would be consistent with the spirit and language of the Senate membership. There’s a reason that faculty not administration serve as the voting members of this body. I do not believe that even when serving in a dual capacity, administrators can properly dismiss their administrative responsibilities and perspectives to truly fully advocate for faculty interests. I cannot support this amendment to the bylaws in its current form and invite those members of the senate who are committed to shared governance do likewise.
Motion by Senator Lucey to call for a division of the house. 
Second by Senator Blum.
Roll call vote taken.
This item passed by majority vote: 16 to 12. The full record of this vote can be found at the end of these minutes.

From the Rules Committee: Rick Valentin
10.25.2024.01 - Appendix II Update Re Faculty Affairs Committee
Link to current bylaws
Link to Appendix II markup
Link to Article 6.7 markup
Senator Valentin: These are updates to the functions of the Rules Committee and Faculty Affairs Committee that we saw previously. I want to make a note that these Appendix II changes are specifically focused on those two committees’ functions. Rules will be addressing editorial updates, revisions to Appendix II overall revisions in a separate upcoming update. Then the inclusion of the revision of Article 6.7 language.
Unanimous approval for Appendix II. 
Unanimous approval for Article 6.7. 

From the Academic Affairs Committee: Dimitrios Nikolaou 
11.03.2025.04 - 7.7.3 Course Material Fees
Link to current policy
Link to markup
Senator Nikolaou: This is the policy that we saw last time. There were no changes made compared to what we saw.
Unanimous approval.

Information Items: 
From the Planning and Finance Committee: Aaron Paolucci
06.04.2024.20 - 9.2 Appropriate Use Policy
Link to current policy
Link to markup
9.2 overview supplement
Briefing outline on the state of information security at Illinois State University
Senator Paolucci: Good evening. Planning and Finance is excited to have our draft of the Policy 9.2 revision in front of the Senate as an information item.
Attached in the Senate agenda you’ll find links to:
1) Current policy
2) The markup draft
3) An overview supplement document summarizing changes
4) and a briefing on the state of information security at Illinois State University
If you want a good reason to lose sleep at night, review the attached security briefing. The data is eye-opening and the sums involved are eye-watering. The policy revision in front of us is a ground-up rewrite and trying to read the markup draft while showing all mark ups makes it difficult to read. Stating the obvious, it is much easier to read without the markups.
Before digging into the draft itself, I would like to thank Chief Information Security Officer Dan Taube for his unwavering assistance. Dan is our primary subject matter expert, and he has been invaluable in helping Planning and Finance with our work on 9.2. I’m going to quickly walk us through the process up to this point and a summary of changes, and then Dan can guide in a section-by-section walkthrough of the draft. If possible, please hold any questions or comments you may have until we get the related section tied to your question/comment, so we can work linearly through the document. That hopefully will keep us from bouncing around back and forth within the document, which should be more efficient and less confusing. So, the timeline up to this point:
· In 2023 Senate UPC (University Policy Committee) started logistics discussion on the 9.2 policy review
· In August 2024 the Information Security Office helped with a first draft creation, having internally identified policy gaps and with benchmarking against other institutions and their policies
· In September 2024 the Office of General Counsel reviewed the draft conducting a legal and regulatory review with discussion of “non-negotiable” items (e.g. freedom of speech, copyright, FOIA)
· From September 2024 – November 2025 – P&F continued to review and revise the draft to address questions and comments, improve clarity, and to develop rationale, with additional reviews by General Counsel along the way.
This January, P&F voted on a finished draft to send to Exec
Purpose of the Update
9.2 Policy on Appropriate Use of Information Technology Resources and Systems was last updated in 2011, before current cybersecurity, remote work, AI usage, and modern data‑handling realities existed. The new draft establishes clear, enforceable expectations for all users of ISU information and technology (I&T) resources and modernizes the policy to meet legal, operational, and security needs.
Factors Necessitating the Update
· Modern Threat Environment
Higher education faces significant cybersecurity threats, and the outdated 2011 policy no longer provides adequate protection or clear expectations for managing today’s risks.
· Compliance Requirements
A current and comprehensive acceptable‑use policy is necessary to meet expectations from accrediting bodies, state auditors, and cyber‑insurance providers.
· Evolving Digital Practices
The ways the university works, learns, and uses technology have changed substantially, requiring updated guidance for remote access, personal devices, cloud tools, and AI.
Major Changes in the Updated Policy
1. Clearer and More Enforceable Policy Framing:
The policy shifts from “Appropriate Use” to “Acceptable Use,” adopting more direct, enforceable language aligned with higher‑ed and industry standards.
1. Modernized and Streamlined Policy Structure:
Reorganizes the entire policy into a contemporary, easy‑to‑navigate format that improves clarity and consistency.
1. Broader and More Inclusive Policy Scope:
The updated policy applies to all users, all university I&T resources including cloud services, and all devices used to access university data, ensuring it reflects today’s distributed and hybrid environment.
1. Defined Expectations for Data and System Use:
Strengthens user expectations for protecting university data, reporting incidents, and maintaining secure access and devices.
1. Updated Standards for AI, Vendors, and Privacy:
Adds guidance for AI use, clarifies third‑party obligations, and modernizes privacy and monitoring expectations.
With that, I would like to introduce CISO Dan Taube to walk us through the updated policy itself. Thanks, Dan.
Chief Information Security Officer Dan Taube: There is a lot here. I’m happy to dig into any questions you may have, but as noted, we want to work from top to bottom to try and stay organized. It doesn’t mean we can’t come back to something if we keep moving. Off the top, I’d like to talk about the title, the purpose, and scope statements before we get into the actual policy itself. You will notice if you are attentive to details, the current Policy 9.2 has a very long name. It’s not too consistent with other policy titles, but then also it might be displayed differently. Sometimes it says Appropriate Use policy. Sometimes it says a lot of other words with “appropriate use.” That type of policy is fairly common, and many institutions have had appropriate use policies for decades, really when technology was introduced, that was the subjective opinion approach to make the right calls. Acceptable Use policy, the shift in that terminology, while it can seem small, is to shift it from a, “this isn’t subjective, this is detailed and specified.” I would say if you benchmark us against peers or aspirational institutions or other Illinois schools, you will start seeing “acceptable use” more commonly, especially in the last two years. A lot of institutions are catching up maybe driven by AI. Before I get into the purpose and scope, any question about the title change in particular, “appropriate” to “acceptable”?
Senator Valentin: I actually have a question about the adjustment of the tile from “Information Technology” to “Information and Technology” is that an expansion of the policy from initially policy on acceptable use of technologies then now we’re expanding this to cover technology and then general information on all platforms? It’s the addition to technology restricting information?
Dan Taube: Certainly. I think important is to state it’s not an expansion from the current policy scope. It covered data and technology. It is a clarification and transparency of that fact in the title. If you read the current policy, it speaks to data in particular already. It doesn’t define it like we define it here. Some of that is intentional. When I kicked off now two years ago, this original review, I made a request to consider this point in particular to improve the clarity and effectiveness of how the policy was written so that expectations- what people were actually being held accountable, was clearer to them. So, data was already in there. 
Now, what can be worth discussing is when we get to the definitions. That’s a definition of information, which is in the scope of this policy, but it’s university-covered information. It’s not necessarily to say information that you create your own or have your own personal information, your own intellectual property, this policy supports it to protect it. That’s why it’s in scope, doesn’t care about the content, doesn’t control or restrict the content itself. Notably, the current policy kind of in this vein does reference academic freedom in the policy. This policy removed how that was written to then refer to the actual academic freedom policy itself to say that is authority. Through all of this, none of that is limited, restricted, or impacted. It’s held up more so now. 
That’s the intent. I would say on the backside of this policy, the current appropriate use and the future state, the information security office is often the validator of if a policy complaint is received on the technical side. And we have a lot of limitations in making that, “okay, this policy statement means it was violated. All of this context and some subjective professional opinion says, yes, it was violated in the current state.” This rewrite is, “no, it’s this exact point and this exact reason.” That’s some of the underpinning that now two years old reasoning behind this whole effort. 
Information and technology, the way it’s phrased also, worth noting, in industry, information technology, information security, and privacy industry. There are frameworks that specifically phrase it that way, and you’ll see the short form of “I&T.” That is adopting some similarity or commonality with those industry and audit compliance standards. The purpose, I’ll summarize this as: it is about the mission of the institution, and the institution has many missions. All boiled up, this is so that the information and technology is there for all of us to use in the way that we need to use it. That sometimes means that there are restrictions that might otherwise be freely available. We do provide a section here about personal use and authorize the personal use using information technology resources of the institution. If it goes so far that it impacts the ability of other people to use it for the core mission, then we start finding ways to balance out the two. Education, research, administrative, public good, those come before the personal. The purpose of the policy is to hold up those resources that we invest in and rely on, on a regular basis. 
The scope as written is every person that is known to the institution granted access to either information or information technology resources officially. It is not the general public. The general public is outside the scope of this, but anyone that would be granted an account, or they connect to our Wi-Fi, the guest Wi-Fi here, they are in scope of this policy, as well as our contractors that may gain access to our network or support our services. It does also scope all the information and technology in the systems we buy, procure, implement, or contract and have operated on our behalf, or partner with other institutions. It is broadband in that sense to scope all of that into consideration, control, protection, throughout it. Before I get into definitions, that sets us up for policy statements. 
All right, these definitions, these were worked quite a while ago during the first session review of this. And I would say some of it is this is how we would review these kinds of things that determine is someone a user, yes or no, and how the policy is, this is why we defined it. Is this ever going to show up elsewhere than the policy? User might and it be defined differently. These definitions are specific to this policy. If there’s confusion about something that’s in scope of one of these definitions, I’d like to discuss that. Otherwise, you might feel that they’re confusing how detailed the definitions; they have intention. That’s what I’m trying to say. The only one definition I will say I cannot speak to is the unacceptable communication examples. Those would be legal opinion to advise on.
Chairperson Bonnell: Those date back to the 2011 version.
Dan Taube: Yes, there was slight revision to a few terms, but yes.
Senator Meyer: If we were hosting an event on campus such as a debate tournament and we had guests from other schools that were connected to our university Wi-Fi, would they be considered a user under here and then subject to the punishments?
Dan Taube: Yes. We can take a moment to talk about that consequence side, the discipline, the punishment procedure and strategy. First, if you use the guest Wi-Fi in particular, it will link to this policy and reference this policy in your accepting it if you proceed with joining.
Senator Meyer: By extension, then I can assume this would also apply to parents that were here for visits and orientations and got on our Wi-Fi.

Dan Taube: Yes, if they choose to join the Wi-Fi, they’re accepting the policy. They’re presented as a terms of use in that connection. There’s a procedure 9.2.1, when this is implemented, that procedure needs to be reviewed. In short, that procedure is designed to say, “if a violation occurs, that violation is referred to appropriate office that handles the type of individual.” Whether it’s a student, an employee faculty or staff, a guest, a contractor, or even those visitors, there’s different handling based on who they are. In the case of say a visiting student or event participant, access will be rescinded. If they submitted a bomb threat and we had information, yes, we will give that over to law enforcement as appropriate, but that’s the consequence. They’re not necessarily at risk of fines or losing permanent access. It’s just they would lose access under the violation they committed. 
One last note on the definition, the data breach definition there, that is included and I want to highlight it briefly, where often people will reference a data breach occurring. We are reaffirming what is already established, which is Illinois has the Personal Information Protection Act that as a public university, we are obligated to comply with. That defines what the data breach is. Our term for data breach is the Illinois PIPA definition for data breach. I say that because it does not mean everything you might think it means. It’s about certain types of information being lost in certain ways. 
Now beginning on the actual policy section itself. So, the opening is, you know, all users as defined must follow the policy in a responsible, ethical, acceptable use of those resources. Some of that is, when we ask ethical, we’re going to refer to the Illinois Ethics Act for employees. and judgment for other cases. Code of Contact might be pulled into it. That sets up to say, all right, all of these points under it fall under that opening banner. So instead of going through every single bullet point here, I would say we can start with the sections and subsections, and then if there’s a point to highlight, that’s what I would like to focus our time on. We can, again, come back if you missed something. 
First up, General Use. That main section is to cover all common use, some of the elements that are non-negotiable from the legal perspective, and then the things that the institution would say affirm the rules of the road, per se. In there, then we’ve got core principles. Are there any questions about the core principles, items? 
The next section in General Use is Legal and Policy Compliance.
Senator Blum: My question is somewhat out of ignorance. In 2.3, the first sentence says, “user shall not enter into any ‘click through’ or ‘shrink wrap’ or negotiated agreement.” I know what a negotiated agreement is. I didn’t understand what a click through or shrink wrap was. That verbiage was an alien to me.
Dan Taube: That’s a great point. So those terms are often, those are the terms referencing what you might see in an, “I agree to terms of service,” under user license agreement, these other types of things. In contracting, they generalize those to be click through or shrink wrap. The shrink wrap references, think of you picking up a piece of software in a retail shop. There’s terms on that box and it’s sometimes in the shrink wrap form of the plastic on it. That has been tried and affirmed as a legal contract. You are agreeing to those terms when you enter it. 
The use of those terms is unusual and a separate comment prior to this, highlighted this. I think those need to be defined up in this policy as well as the reference policy that is under review to clarify that in particular. That is a challenging point that we have as an institution of, folks don’t know. Many folks don’t read those terms when they’re clicking, I agree. I have a common example I’ll use. I won’t name the exact products, but there’s two products that do this experience where if you’re hosting a presentation and you want an interactive thing on the screen where they can open their phone and go to it, do polling, there’s two that do pretty much the exact thing. If you read the terms of service of one, that’s very popular, especially in higher ed, it will say, “By you agreeing to this, you’re saying you can bind your organization and represent your organization to enter into this contract.” The other one says, “you individually are agreeing to these terms in here.” We have a pattern where we need to elevate that awareness and help people make the appropriate decisions so that they can get what they want but not adversely by the institution, the contracts that now we have to pay, you know, whatever the cost of that product might be. Do you feel if these were defined in the definition section and that contracting policy that would help the confusion of what those terms pertain to?
Senator Blum: Yeah, how many people actually know what they are around the room? Yeah, but beyond that, I think there’s a purpose here to get someone who doesn’t necessarily know what that means to be able to comply with it. So yes, I would definitely think that. I don’t really know how many people are going to read this, but at least it would be clear if someone did.
Dan Taube: And it is relevant. This is in a later section, but there’s a requirement for training, not just cyber awareness, but this policy and what a user is expected of. I think that has its own appropriate section to highlight because it’s very commonplace. To be honest, there’s hundreds of services that we have that are a product of someone just clicking and us retroactively figuring out we’re obligated these things, how do we manage this? 
Filling that gap, how we do it, I want to find the right terminology for that. Now will people read this and understand that? That’s a different challenge. I won’t hold my breath on that. I will say that none of the goals is to get someone per se. It is to correct patterns that are hindering or impacting the mission in adverse ways. When we have those agreements that sometimes we have to find funds that we’re not planning for to not just pay for the cost of it, but retroactively. These agreements sometimes will present, yeah, we can take them to court, but that often would be much, much more than cover the cost of it. 
Senator Tarhule: Thanks, Dan. From my point of view, it’s chilling to hear that anybody can fine the university sometimes without even knowing that they’re doing so. My question is, you need certain levels of administrator access and privilege to be able to install software. Is it technologically possible to prevent an individual from being able to sign on the things that commit the University, or are there instances whereby doing so will be restricting, whatever tool is restricted for the types of uses that people may have. Have those options been explored?
Dan Taube: The options are explored. You’re correct, and it’s very commonplace to say the computers will have you know, IT support that has to help install software. That puts a kind of barrier from you doing so without knowing what exactly you’re doing. But web-based software and applications and services, that’s where this particular issue surfaces. To mitigate control for that is putting in too-restrictive controls on broad internet browsing. It is technically possible. Do we have the resources to afford it? Not necessarily. We’ll have adverse impact into the performance of internet browsing, research, academic, most likely. It is worth acknowledging, yes, it’s technically possible, but it might not be within our appetite to pursue. It’s really about awareness and education to try and minimize the occurrence of this as much as possible.
Senator Peterson: To some extent, this follows up on President Tarhule’s question and goes beyond. Is this just a use of internet in terms of the downloads or the installation of the site or both?
Dan Taube: This does not cover say browsing to any website on the public internet and the terms that might be at the bottom of that. It’s when you go to say the examples I give, the first step is creating account with some platform to start using that software. It’s in the web browser; you’re not installing it on your computer, but they present you with terms that can say, you’re proceeding and you’re agreeing to, you have that authority.
Senator Peterson: May I follow up? With that, if I’ll say a guest, but it doesn’t necessarily have to be a guest, is using the internet on their private machines and they go ahead and do that. That’s the case where this comes in, correct, that they’ve violated the policy of use?
Dan Taube: The example I give, if you read the exact terms, they will reference the organization you represent. In the context of, “I’m doing a presentation, either a lecture or a seminar or something,” I’m representing, yes, myself potentially, but more often the institution in our context. That guest, we would defend they’re not representing us, they’re not affiliated with us, they were just a guest. They would not fall into if we ever received that claim. We don’t really have that defense when it’s, yes, you see that person’s email address, that’s an ISU email address. You know that they’re a member of our institution and you have evidence they were using it in this fashion. That’s when we really are faced with, you know, not many avenues out of that.
Senator Blum: Let’s say a faculty member inadvertently makes one of these agreements like you’re talking about. Does this statement protect the university? I think people are going to do this accidentally, right? It’s unbelievable that you read the things that you’re agreeing to. I mean, I just want my iPhone to work, right? I have no idea what I’m signing up for. Everyone’s that way. You’d have to have an entire legal team to basically do your basic technology and function in life. Is there any way in this policy or otherwise to say this person is not representing us?
Dan Taube: Yeah, so the second aspect of this, the 7.1.40 policy is about the signature authority that individuals can receive to actually bind the institution to these agreements. We would argue that they don’t have that authority. Now, what we’ve faced in prior, these vendors and software providers, beyond that agreement that says they don’t have signature authority, their argument was you never made that aware to anyone. You never exposed them to that detail, so you effectively enabled them to act on your behalf. You weren’t guiding them correctly. This is, yes, a key statement to try and find and a little bit more in our own defense to protect the institution, not inherently prevent it from happening. It’s not possible to prevent it from happening on a technical perspective.
Chairperson Bonnell: I’m going to ask a question. When we’ve talked about this, you’ve talked about 7.1.40. That’s not a Senate policy. That belongs to someone else. I believe that belongs to the comptroller. And that dates back to 2004. That that is being worked on, that’s being updated now? 
Dan Taube: Yes. I don’t have a timeline. If you’ve heard about efforts to improve software process or software purchase processes, it’s correlating with that effort.
Chairperson Bonnell: Thank you.
Dan Taube: The next General Use subsection is Prohibited Communications and Activities. I’ll say this is another case if there’s questions it is more appropriate for Office of General Counsel to speak to. So hopefully there are no questions.
Senator Meyer: This would cover ISU emails, you could say that much. Will this also cover times where like say during a lunch break or whatever someone would check their personal email. Or is this just talking when you’re emailing as a representative of the university?
Dan Taube: This is talking about when you’re using university official information technology resources. I say that to say it is email, but say it’s Teams, instant message platform. It’s the websites itself. Using that is what this section covers. Your personal use is not, there’s a separate section for personal use and incidental use, but this is not addressing that.
Third Party Access. Kind of related to the click through agreements and such. Another area that wasn’t in the existing policy. We rely on third parties more and more after the pandemic in particular. There’s a process my office handles called the data usage form. It’s if you’re going to interface with a third party and give them university data. Maybe it’s just user account information so students can log into something through Canvas. There are hundreds of those parties. We have to make sure that when they’re accessing that information, the way they’re accessing, they’re meeting our expectations, our requirements. Everything from FERPA to actual technical controls that we know maintain the integrity of that data, the confidentiality of that data. I just call it out because that and the next one are brand new topics for this policy. 
Senator Meyer: So, you said this covers AI. With, say, copyright infringement that AI is prone to do or other problems, if a user on campus using Wi-Fi or, say, a university machine were to take something from AI that had copyright or license problems and save it, download it to a desktop, I call it an R drive, you know, whatever. Does this get into problems for us?
Dan Taube: It can. In a different context, say someone, say an individual uses just our internet connection to go download copyrighted materials and we receive a report about it. That report is validated under this policy and there’s a mix of warnings if there’s repeat behavior restrictions on that work access. It hasn’t been discussed what it might mean in the context of AI and generative AI and what might be surfaced or evidence as copyrighted material. We don’t know, but it would reasonably fall under the scope. This policy says the user is responsible for their activities and respecting copyright on the earlier section, but with AI in particular, the ethical implications of using AI.
Senator Meyer: Where I’m going with this is say AI creates a bunch of slop and it’s got copyright infringement and we download it. How much of that is our responsibility and the institution’s responsibility versus the AI software platform? They seem to be the guilty party.
Dan Taube: I have a lot of opinions. I would say our first step would be the AI platforms we contract with as an institution. So right now, Microsoft’s Copilot, not necessarily the other platforms. I think we have a responsibility to understand how the content generation happens, their actual learning and training of their models and what are the implications. I would then turn to ask Office of General Counsel of the concern and exposure we face. I think where I would go with treating that first is more training on the implications of using AI and not, you know, considering that.
Senator Blum: Just a quick observation. Some of these other policies are non-existent.
Dan Taube: Which one?
Senator Blum: The AI, so it refers to AI, other policies in the university. We did a policy in the fall to update other things around research integrity. Plagiarism is complete referred to as personal. There is no mention of generative AI, and then if you look at the generative AI, well, you set up the props that’s yours, right? I guess what I’m saying is that some of these, there’s gaps in our policies that there’s kind of no place to look yet, because I mean, there’s a lot of stuff that’s being formed. The Code of Student Conduct, that’s being worked on. I don’t know if there’s anything you could do, right? But I think it’s just an observation.
Dan Taube: I think it’s spot on. There was a question of, do we tackle it all in this policy review? What is being discussed, and I was actually just discussing before the session, the status of the different AI groups and some vision for not just policy but guidelines and more supportive things where there are gaps. In the end, we concluded we had to say something because this is a use policy and you’re using AI, you’re using information with AI. This is where we got. I think you’re spot on and maybe it’s worth revisiting. As we mature with our understanding and guidance with AI, do we come back to this and amend it later with more AI specific use or context. 
Senator Mohammed: How does this policy apply differently compared to the ones that was discussed like related to academic integrity, research, ethics, and intellectual property? How does this one differ from that?
Dan Taube: This would say in your use of technology and information, you can’t violate that policy. It’s not overriding or conflicting with that. It’s saying you can use technology in ways that are or are not related to an intellectual property, but it doesn’t define or control what is intellectual property and what are the obligations or protections for it. It says refer to that policy for that. If you violate intellectual property, that could trigger a referral to the appropriate use or acceptable use policy to say you don’t get access anymore to institutional resources. The reference language, if the reference language is unclear, that could be something we revisit and refine.
All right, so subsection six of General Use, User Awareness and Training. This is another important one. We’ve done training activities in the past. There are several state and federal regulations that require training based on information access. So FERPA, for example, requires training on FERPA. A lot of the financial information that exists, regulation will stipulate you need to train folks. The State of Illinois has a requirement for state employees to be trained. It’s all about making people aware of the cyber threats that exist and reduce the likelihood of it for all that information or technology that exists. We never had it in a policy what that training was. We would refer to those statutes or obligations we had. This is to bring it more forward and make it clear that you’re using this. We do have an obligation to have you trained. We’re going to incorporate not just the awareness training, but also this policy awareness itself. I know people feel some way about training regular training. I won’t do it in October.
Senator Yount: In regard to the laboratory schools and their use. Do those trainings encompass also what K-12 instructors have to be trained on?
Dan Taube: I’ll ask a follow up: in in regard to Illinois SOPPA in particular. Not yet, but I will add that to our list. In the past, for the sake of everyone else, Illinois has a specific student information privacy act. It’s like FERPA Plus but for K-12 in the state of Illinois. The laboratory schools are in scope of that regulation and that, in addition to the contracting third-party review processes we have to go through, the laboratory schools have to publish the contract and have specific requirements with what’s in that contract. I had not considered having the training address those, but I think it’s a valuable addition. We’re going to make the training dynamic, so it applies content based on who you are. It would be adding a SOPPA module for the folks that are in the laboratory schools.
Next main section, Secure Use and the first subsection, Account and System Integrity. Any questions? This section is more technical in focus and maintaining as we from my office recognize to kind of that report I gave earlier last year mitigating those threats.
Subsection, Data Protection and Handling. Any questions? This does affirm data governance that exists separate from this. Under, if you’re familiar, 9.8.1 is a data classification procedure and other supporting documents. That itself is under review and update. It’s also out-of-date. That is not a Senate policy, but Senate is informed when it’s updated. I note that just to say it’s being updated to address things like not only the new types of information, but the way AI applies. So, handling of information is a scope of the review and updates under data governance. There are two, one shows up here, two reporting obligations of this policy for users. This one in particular is for security incidents. If you suspect something happened, something isn’t working the way it is or your email account, all of a sudden you click a link and it’s not accessible. The time from those things happening to us being informed and being able to respond is the difference from an inconvenience, a little hiccup, to ransomware. I’ll use the community college down the street. They had a case where there wasn’t a report for a few hours and that was enough time to create a ransomware incident. This isn’t to say it’s perfect at all. It’s about improving the overall scope of people being aware that they need to report those things and where to report them. The second one comes later, and that’s about policy violation reports, not security breaches.
Senator Beasley: This is going to be, this is going to be a bit of a long question, so please forgive that. Concerning section 3.2, the University reserves the right to manage and if necessary, remotely remove university data from a personal device. How do you plan to go about that first of all? And how do you determine what is and is not university data? Because I’m looking at that in conjunction with section D.2, where it’s the specific line, “the University must preserve the right to access monitor and expect IT resources…” Based on your definition, any device that holds let’s say cloud storage that has university files on them that has Outlook that has documents from a course becomes a IT asset. However, the U.S. Supreme Court does not exactly disagree with the ability of the University to enforce that policy for about 10 years now. Do you intend to have students sign a consent form to waive that legal right to allow the University to remotely and physically search their devices?
Dan Taube: So, the technical side first: the institutional account, let’s say the mailbox, the OneDrive storage, when you connect that to your device, your personal device, or other personal services, it’s to the extent of that actual institutional service. So, you use Outlook mobile app on your phone. We can make the account go away from Outlook. We can’t see anything else; we can’t control anything else. It is only the institutional data and where technical capabilities exist. If you use Apple Mail, that technical capability doesn’t exist for us and we wouldn’t have any means to pursue that. Same with other devices. In the student context, this doesn’t apply, but FOIA does apply in some of the scenarios you’re talking about separately.
Senator Beasley: You’re saying you can’t access these other things. However, your definition, if I download university resources to my personal device, outside of Outlook, for example, by the way you’ve defined IT resources, that by its nature becomes an IT resource because I’m holding university resources. You even specify that use of these systems does not create a right of privacy that would prevent such access. If I pirate a textbook on university Wi-Fi, but I download it offline and then I flush my DNS so you can’t get that, but you got the report already. How do you plan to enforce this policy if you can’t actively get evidence of it?
Dan Taube: Often the report will indicate, here’s the specific IP address associated with that activity on our network. If you connect to the Wi-Fi, you’ve authenticated with your account. That activities log, we put the two together, and we are able to confidently say the activity of that IP address reported by the external entity saying that there’s a DMCA report we’ve received is your user account at that time on whatever device it may have been. We’ll submit a notice kind of forwarding the DMCA request to you and a cease and desist from doing it again. We’re not going to go to the device to validate that you could have accessed it and triggered whatever the detection method was, but not know that the data actually made it to your device. We won’t seek it that far.
Senator Beasley: Can there be an additional clarification of that added after D.2 then? That is very vague the way it’s written to access and monitor. Obviously, “inspect IT resources” make sense as a remote thing, but in conjunction with 3.2, the way this is set up as it is right now without that clarification, let’s say I do take that DMC thing, there are situations, where something could constitute the University wanting to search my device further than server-side access. The problem with this, as this is set up right now, and my concern is that the University, one, does not have the legal justification to do that. They don’t have the ability to do that with a probable cause. The Supreme Court is justified this. And two, I see a lot of holes of how you can actually enforce this policy. Again, if I flush my DNS and I run IP config, I can switch my IP address. I can run a VPN over my device, over a university device, and you have, and I can wrap these with my IP. I don’t see how you’re going to combat these issues effectively.
Dan Taube: In that particular case or similar cases like that, we would not be seeking the evidence on the device. We would be going off of the report and the evidence we have in our systems of your authentication and activity log. Even if you’re going through those technical means to clear your device and cycle it, we still know your account connected to our network at this time in this window. We can attribute that activity to you. Now, if you use things like personal VPNs, which we do not necessarily block, yes, we wouldn’t necessarily have the full picture of it. That personal VPN service is going to get the DMCA report, not us.

Senator Beasley: OK. I have two more questions. If the DMCA is delivered to the students and these examples, if I just ignore you, what are you planning to do from there? Is that where you guys kind of cut off?
Dan Taube: I won’t detail the pattern so that they can be circumvented necessarily, but there’s an escalation. You’re going to get a notice; repeat offenders might get more attention. Whoever the person is, where we’ll refer to 9.2.1’s procedure to say what office takes the information we’re receiving, the results or lack of engagement lack of response and does something about it. That’s not us. That office may say restrict access on this account.
Senator Beasley: Will there be a way for students to challenge these? Let’s say reports by chance and appeal them?
Dan Taube: Yes. That design of 9.2.1 is to go to referral offices with existing, not just disciplinary procedures, but the processes that allow them to appeal and have a full hearing.
Senator Beasley: Okay. Then just to clarify that I understood what you’ve said: You will not, at any point, attempt to access the student’s personal device directly physically. You will only be able to get server-side data to the university and its programs?
Dan Taube: Correct.
Senator Beasley: All right, thank you very much.
Dan Taube: So, I’ll note that we are keeping notes on feedback on amendments or edits and we’ll take that one in particular.
Chairperson Bonnell: I’m going to pause here for a moment. As I mentioned, I’d be taking a look at time. It seems likely, since it’s 8:23, that we probably won’t finish looking at 9.2. There’s a couple different options here. We have a hard stop time of 8.30 and Faculty Caucus is meeting. It would probably not be my preference to extend that hard stop time, but that we would stop wherever we stop at 8.30. For as long as I’ve been on Senate, this is not that unusual of a circumstance when we didn’t make our way through the agenda. It would be my preference not to extend that hard-stop time and that we would pick up 9.2 from as far as we can get. We will work until 8.30 and then at our next meeting we would resume. Any questions or comments about that? Would all of you prefer to stay beyond 8:30? Do you want to extend that hard stop time? I’m seeing one shaking of head, no. I’m seeing others saying no, that’s not the preference. Is it okay that we’ll continue, we’ll keep going until 8:30 as far as we get and then we’ll adjourn and then Faculty Caucus will pick up, and we’ll move those items onto our next agenda and we’ll pick up 9.2 at our next meeting? Okay, 
Dan Taube: Next main section is Personal Use and subsection Limitations and Conditions. I think one addition in this version to highlight is clarification for employees, personal use, the Illinois Ethics Act applies and may put limitations that otherwise the institution isn’t putting in, but compliance with the Ethics Act. The highlight I would make is even if you’re not on the clock, not on the institutional network, but you’re using a University laptop, you can’t have political activity under that act of the simple example. 
Prohibited Personal Activities, subsection?
Personal Software on University Resources? 
Main section, Information Privacy and Security and the subsection System Limitations in University Position. A question that came up and it’s covered in the next subsection. When we talk privacy, there are privacy acts primarily, Illinois protection and for personal information protection act, and FERPA. This is not to imply that those aren’t being complied with. The institution is complying with it. It’s saying that in the course of complying with that, it means we might need to monitor the activity on the systems. And so that’s why it says there’s not a guarantee of those things. The institution won’t guarantee complete privacy. It also applies with FOIA in that context. Any, on the sub question, University Rights or University Commitment?
Senator Yount: At the lab schools when they are monitoring either using securely or through another monitor that the teachers have access to and can monitor what’s going on their device, is that also covered in that?
Dan Taube: That is separate. That is in the interest of the lab schools and the institution to have that but not in scope of this policy or other. I would say we need to get the legal opinion why and how that’s done, but it’s not in the scope of this policy. Good question. 
Subsection Public Records/FOIA?
Main section Violations and Enforcement?
Senator Stewart: I’m thinking about how to formulate this vaguely enough, and I’m partly expecting a vague answer, but I’m thinking about university employees who, in some cases, have access to an enormous amount of student data. The only really real reporting mechanism that’s mentioned here in this section is a report. A report of suspected misuse. Are there systems in the background that would monitor for whether an employee who does actually have access to some kind of information is though accessing it in an acceptable kind of way? You know, I could imagine an employee who maybe again has access to some kind of data but, maybe they’re not doing anything bad with it, but they’re nosy or they’re snooping. Are there systems that would at least potentially flag that kind of access?
Dan Taube: The technical capability is being developed and implemented. Historically, it’s been reliant on really ad hoc reviews and other indicators that point the attention to that. But there’s activity to identify someone with, say, administrative privilege access like that. Accessing at 2 a.m. and kind of clicking around randomly, that should bring attention to it to be reviewed and see if it’s legitimate. Those are costly both in the technical capability and the resources to use, but we’re working on it specifically. There’s a different side of it that is another layer, especially with AI, trying to evaluate if we saw someone download en mass data from there. That’s called data loss protection or prevention. We’re also working to mature those capabilities too. And it’s not necessarily the individual. Maybe their account gets compromised and a bad actor is doing that. We need to pursue monitoring them.
Chairperson Bonnell: It is now our hard-stop time, so we came really close. I appreciate all of the thought and concern and questions that you brought. We will pick this back up at our next meeting. Thank you. Internal committee chairs, if you could send your reports to acsenate@ilstu.edu.
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Internal Committee Reports:
Academic Affairs Committee: Senator Nikolaou
The Academic Affairs Committee met this evening. We finalized and voted on the new policy on Recording in Instructional Settings, which we will forward to the Executive Committee. We also started our discussion of the proposed revisions to the Code of Student Conduct.

Administrative Affairs and Budget Committee: Senator Meyer
· The AABC approved—say it with me—changes to policy 7.2 Parking. Bet you thought I was going to say we approved minutes, which we also did, but we are more excited about having finished a policy. We will send 7.2 to Exec so it should appear as Info item soon! 
· We sent the Athletics budget SAR back to Exec. You will see it as an advisory item in the Senate agenda. As you review the budget spreadsheet from athletics keep in mind it only reflects budget projections, which are not updated to show how those projections compared to actual expenses from previous fiscal years. Thus, we have recommended to Athletics, Senate, and the Exec Committee that actual expenses be reported in the future alongside projected budgets. Only by being able to compare past estimates to past expenses can we ascertain an accurate picture of the athletics budget. Making this change in reporting moving forward will aid in transparency and shared governance.
· We discussed policy 6.1.37 Naming of Univ Facilities & Entities. We hope to finish this policy soon.
· Due to factors beyond the control of AABC, we have tabled policies 3.3.6 & 3.2.15 after having spent considerable time on them. The ALC is in the process of sending us feedback on 3.3.6 and we understand the Provost Office wishes to pause work on that policy. The ALC informs us they will review 3.2.15 in March, and we also understand the Provost Office may want work on this policy paused for the moment. We still hold a slim hope that 3.2.15 can be finished this year, but we need the ALC and Provost office to green light changes before we bring it to Senate. Work on 3.3.6 has run into delays for the third year in a row, but our understanding is that there is no chance of finishing that policy this year.
· We gathered Fall break information from Andy Morgan in the Dean of Students office about the basis for considering a change to the Fall break schedule. We will continue to investigate, discuss the issue, and hopefully send the SAR back to Exec before the end of the semester.
· We will hear the Academic Impact Fund/Instructional Capacity report at our next meeting. And we will begin reviewing President commentary survey results next week so we can begin composing our commentary/report over the next several weeks.

Faculty Affairs Committee: Senator Blum
Faculty Affairs met with the vice president of the faculty union and made substantial progress on policy 4.1.9 Disestablishment of Academic Units and aligning it with the faculty union CBA. 

Planning and Finance Committee: Senator Paolucci
1. Approval of Committee Minutes from 1-21-26 
1. Policy 1.7 (Use of Equipment for Surveillance) https://policy.illinoisstate.edu/conduct/1-1-7/
1. Police Chief Aaron Woodruff - discuss perspectives on 1.7 revision
1. Director of Emergency Management Eric Hodges - discuss perspectives on 1.7 revision

1. Policy 9.2 – Committee Follows Up on Legal Counsel Response (legal response document linked in Teams files).
Brief update on Exec response to 9.2 and what to expect with 9.2 as an info item for the Senate

Rules Committee: Senator Valentin
The Rules Committee did not make quorum. 

University Policy Committee: Senator Stewart
The UPC did meet tonight (Feb 2nd). We discussed and approved three small changes to the already approved newly combined 1.17 and 1.17A.

We then discussed and approved 3.2.9 Personal Leave without Pay. I do want to run some final small changes past HR before I send the policy to Exec.

Finally, we continued our discussion of 6.1.13 Amplification.

Communications

Adjournment
Motion by Senator Stoner. 
Second by Senator Trader. 
Unanimous approval. 
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